
Guide to Needed Skills 

Operating System concepts.

System and Network Administrations.

Coding and SQL Basics.

Assembly language.

International and Egyptian Standards
for cyber security.

Try OS Tools (FW,IPS,AV….etc).

ITI MOOC Academy 

Cyber Security

PROFILE INFORMATION

LOGIN

الأمن السيبراني

Cyber Security

PROFILE INFORMATION

LOGIN

الأمن السيبراني

Companies & Conferences to follow:Open Source Projects

IBM QRadar Community Edition

MSIP project

OSINT Framework

Security Feeds & News

State of Security

Test your skills in:Training Providers & Certifications 

 Job profiles, Responsibilities

Vendor

Software 

Hardware 

Training

System 
Integrator

Security
 Service 
Provider 

Governance
 Regulatory

 Entities

Security Architect/Consultant 

Technical Implementer

Technical Support 

Security Seller 

Customer

Banks
Telecom
companies 
Petrochemical
companies 

Security Administrator Security Planning 

Technical Project
Manager

Product Manager 

Security Auditor

Information Security Consultant

Security Risk Analyst

SOC Analyst

Incident Handler

Threat Hunter& Intelligence

GRC

SOC

Penetration Tester

Ethical Hacker 
Security Assurance   
Secure Code Reviewing

Offensive 

Defensive

Defensive 
with Offensive

Security Planning 

Technical Implementer

Security Administrator 

Security Teams Colors

Define Policies, procedures 
and standard.
Identify any risk associate
with organizational activities.

Making sure that organizational 
activity meets the laws and 
regulations. 

Governance, Risk 
management and 
Compliance.

Security Operations 
Center 

Security Software 
Antivirus

Security Hardware 

Training

SIEM- Security
Information and Event 
Management 

Firewall
IPS– Intrusion 
Prevention System   
WAF- Web Application 
Firewall    

Penetration Tester

Ethical Hacker 

Security Assurance   
Secure Code Reviewing

GRC

Security Auditor

Information Security Consultant

Security Risk Analyst

SOC Analyst

Incident Handler

Threat Hunter& Intelligence

SOC

Security Process

Security Planning Security Administrator 

Governance, Risk 
management 
and Compliance.

Security 
Operations 
Center 

& Helpful Resources

Intro to Cyber security and Main Job Profiles_(Infographic)


